Cloud computing offers scalable and efficient information sharing and storage resources. However, the risk of security breaches for personal and private data in this computing environment is very high. Access control is among the most adopted means to assure that sensible information or resources are correctly accessed. This paper provides an overview of main access control models in cloud infrastructures discussing most important challenges. In particular, focusing on access control policy specification, analysis, verification and enforcement, we also identify some emerging issues and point out some solutions and future research directions for cloud computing.
INTRODUCTION
Nowadasys, the management of (personal) data becomes extremely important in many distributed environments, especially when it involves data that are subject to different regulations depending on the context in which they are stored or accessed.
In particular, the General Data Protection Regulation 1 only allows the processing of such data on the basis of specific measures or safeguards rules that may vary depending on the European or Member State laws.
Thus, mechanisms for accessing of personal data should guarantee the sufficient level of protection: i.e. the processing is not legitimate without the consent of the data subject, which must be expressed beforehand through specific access control policies. Unfortunately, in the recent modern multi-cloud environment, possibly distributed all over the world, problems may also emerge with respect to the dynamic transmission and adaptation of (personal) data when access control policies deal with data belonging to different countries, which provide different degrees of data protection, or different local realities, which may have own data format or specific data restrictions.
Just as real world common example: consider the situation in which a seafarer EU citizen is frequently moving around ports in different countries. In the unlucky case in which he/she may have health pro-blems, there could be serious difficulties in obtaining the best medical treatment, because doctors visiting him/her could not have the access to the patient's medical history or ongoing treatments. This problem is currently mitigated by the enforcement of the General Data Protection Regulation, because it will set a uniform legislation across all EU Member States, but will still imply significant issues when transferring data to non-EU countries. Access control adaptation and interaction are just some of the multiple factors preventing continuous data storing and sharing in cloud computing environments. However, conventional access control models suffer from the lack of flexibility and scalability in attribute management and are not able to cope with the heterogeneity and variety of cloud services.
In this paper, we provide an overview of the wellknown access control models, such as Mandatory Access Control (MAC), Discretionary Access Control (DAC), Role Based Access Control (RBAC), Attribute Based Access Control (ABAC) (Ubale Swapnaja et al., 2014) , highlighting their limitations in cloud computing. Then, we present some specific access control proposals for cloud environments and review the most important issues and challenges concerning the distributed access of data through the multi-cloud infrastructures.
Testing and verification of access control policies are key aspects to enhance the security level of cloud environments. Traditional testing and analysis systems have to face many issues and challenges preventing their adoption in cloud environments. In this specific context, we discuss in more detail the issues and challenging concerning the policy specification, analysis, testing and enforcement of XACML-based access control systems, trying to provide some possible solutions and future research directions.
The rest of this paper is structured as follows. Section 2 briefly introduces the main access control models. Section 3 overviews the main issues and challenges for access control systems in the cloud infrastructures. Section 4 focuses on possible solutions and future research directions in the context of XACML-based access control policies specification, refinement, analysis, testing and enforcement whereas Section 5 draws conclusions.
CURRENT RESEARCH ON ACCESS CONTROL IN THE CLOUD
Cloud computing models greatly improve the efficiency of information sharing providing scalable storage resources. Traditional access control models that authorize the access to shared data have to face new challenges to support cloud based applications. We briefly describe below the main conventional access control models and their limitations in cloud computing (Ausanka-Crues, 2001; Youniand Kifayat and Merabti, 2014 ):
• Mandatory Access Control (MAC) model (Ubale Swapnaja et al., 2014) : a central authority is in charge of giving access decisions to a subject that requests access to a resource. This model is very expensive and difficult to deploy in cloud computing since it does not support separation of duties, delegation or inheritance aspects.
• Discretionary Access Control (DAC) model (Ubale Swapnaja et al., 2014) : this model grants the owners of objects the ability to control access to their objects, according to the identities of users or their membership. DAC model is generally less secure than mandatory access control model, so it is used in environments that do not require a high level of protection The DAC cannot be used in cloud computing since there is no mechanism or method to facilitate the management of improper rights (e.g. risk awareness), which owners of objects can give to users.
• Role Based Access Control (RBAC) model (Ubale Swapnaja et al., 2014) : it is the most used in organizations and enterprises. The idea is to assign rights according to the role or membership that a subject can have. Defining the right roles that represent a system and dividing subjects into categories based upon roles is not an easy task in cloud computing.
• Attribute Based Access Control (ABAC) model: it relies on a set of attributes of subjects, resources and actions in order to allow or deny the access to the resources. Security policies specify the attributes that have to be considered for making a decision. However, selecting what kind of attributes should be used, and how many attributes are considered for making access decisions is a complex task in cloud computing (Jin et al., 2012 • Risk-Based Access Control (RBAC) model: this model uses different kinds of risk levels associated with environmental conditions for giving access decisions (Suhendra, 2011) . However, this model is difficult to be deployed in cloud computing because of the amount of analysis required and number of systems to be merged to compute risk levels.
• Usage based access control (UCON) model (Park and Sandhu, 2002; Bertolino et al., 2014b ): The UCON model is an extension of the traditional access control models that, besides authorizations, introduces new factors in the decision process, namely obligations, conditions, and mutable attributes. It deals with new requirements for access control brought by the distributed environment. The main idea is that attributes related to subjects and objects could change their values, while the access is in progress in such a way that the access right does not hold anymore. Then, the model allows to interrupt the access to preserve the system security. For this reason, UCON policies specify whether a decision factor must be evaluated before and/or during the usage of the resource (continuous policy enforcement).
We refer to (Cai et al., 2018) for a more detailed description of these access control models and a performance comparison among them.
Many proposals address access control problem in cloud computing leveraging and enhancing existing models (Youniand Kifayat and Merabti, 2014) .
The paper in (Youniand Kifayat and Merabti, 2014) proposes an access control model able to ensure the secure sharing of resources among potential untrusted tenants, and to support different access permission to the same cloud user giving to the user the ability to use multiple services securely.
Task-Role-Based Access Control scheme is another access control approach which has been proposed for health care systems in the cloud computing environment (). Permissions in this model are activated or deactivated according to the current task or process state. This scheme was implemented in the Amazon Elastic Compute Cloud (Amazon EC2).
Tsai and Shao (Tsai and Shao, 2011) propose a reference ontology framework using Role-Based Access Control model allowing multiple roles for a subject in different sessions as well as role hierarchy based on domain ontology and transferred between various ontology domains. This model has to ensure granting access decisions in a reasonable time and according to system requirements and is scalable with respect to the number of roles, number of permissions, size of role hierarchy, and limits on tenant-role assignments.
Another ontological model for access control policies is presented in (Veloudis et al., 2016) . It enhances the attribute based access control scheme by capturing a wide range of relevant contextual attributes, and enabling the policy-related knowledge to be extended and instantiated to suit the needs of any particular cloud application, independently of the code employed by that application. These contextual attributes can be associated at the level of the access control policy, indicating the contextual conditions that must be satisfied by an entity in order for an access request to be permitted (or denied)as well as at the level of the request itself, indicating the actual context attached to an entity at the time of the request (Veloudis et al., 2017) .
A recent proposal presents an Access Control Model for Cloud Computing (AC3) (Youniand Kifayat and Merabti, 2014) that is compliant with the cloud access control requirements. This model is able to support different access permissions to the same cloud user for the different services. The proposed model takes into account the role and task principles, and classifies users according to their actual jobs. Dynamic and random behaviours of users are controlled by a risk engine that credits consumers according to their access behaviours.
ISSUES AND CHALLENGES
Considering the problem of accessing distributed (personal) data, collected though multi-cloud infrastructures, the following main challenges could be highlighted:
1. Continuous access: the distributed data need to be accessible from the owners independently by the organization or the country where the data are collected. The data owners must be able to continuously access the data, or delegate the access rights to a third party in case of specific conditions/problems. Technically, different users should be able to specify policy rules and those are not affected by when resources or subjects change their temporal, spacial or status conditions.
2. Different regulations: Different countries in which the access control entities are located may have different regulations for accessing data. This can cause security threats (Sharma et al., 2017) .
Dynamic access policies:
Conventional access control models in cloud computing would miss of flexibility in attribute management and scalability in dealing with a large number of users, different classification, high dynamic performance, mobility features and changes in high frequency (Wang et al., 2011) . Recently, the security community has recognized the importance of dynamicity in security. Indeed, the distributed management of (personal) data sharing should be ruled by innovative, flexible, accessible, dynamically modifiable, and legally compliant access control policies, which may let the specification of precise rules and environmental conditions under which an entity/person can access to own data.
4. User-friendly management: The specification of access control policies is very important. Users (administration, citizen, customers, etc.) should be able to easily express (and possibly modify) them at different level of detail avoiding the risk of errors and without affecting the cloud service provisioning, code deploying and general management. The development of on-line user-centric, user-friendly, adaptable and compliant solutions (dashboard, APIs, interface) able to perform verification and testing activity should be integrated into the Cloud context (Bertolino et al., 2014a) .
5. Continuous control: Cloud computing can be very complex and sophisticated due to the dynamic nature of the clouds resources. Access to (personal) data cannot be granted once and for all. Multi-cloud application framework must be developed enabling secure and resilient cross-border continuous control of data access so to promptly take in place possible predictive and corrective actions. Instead of waiting for the harmful consequences, predictive security mechanisms and strategies must be developed or integrated to testing and verifying possible policy conflicts and mitigate the risk and flaws of data access configuration (Calabrò et al., 2018) . Multi-cloud application frameworks should therefore allow scalable, context-aware, secure and resilient access control systems, able to monitor, control and testing the data sharing among several entities, through different channels, and by exploiting heterogeneous means.
6. Scalability: Cloud-based access control systems have to deal with a large number of cloud users having different access permissions. These users must be able to use multiple services according to authentication and login time (Wang et al., 2011; Almutairi et al., 2012) .
Resource sharing and interoperability:
To allow resources sharing among untrusted users, access control models deployed in the cloud have to support transfer of customer' credentials across layers to access services and resources (Almutairi et al., 2012) . Heterogeneity and variety of services as well as diversity of access control policies and various access control interfaces can cause interoperability issues (Tianyi et al., 2011) .
8. Validation and verification of access control policies: As access control policies can be complex and error-prone, it is very important to validate the implemented policies (specified for instance in the standard XACML notation) against the intended rights, which can be formally defined (by a model) or informally expressed, e.g. in tabular form (Bertolino et al., 2016) . Moreover, also solutions aiming to verify the access control rules against some defined access control properties have to be put in place (Hwang et al., 2010) .
9. On line tracing of access control polices execution Continuous tracing of policy execution allows to detect inconsistencies in the policy specification and provides support for policies updates if new events occur. Moreover, it can help to predict security threats due to policy modifications or combinations. It gives the ability to verify correct policy deployment and activation compliance .
Testing of access control systems
Access control testing is crucial in cloud based access control models, since testing facilities enhance the level of security needed in such environments. Policy and rule combining algorithms are defined in many access control languages.
Testing the right behavior of these algorithms is important when different policies and rules are combined in cloud environments and assures that there are no leaked privileges because of the syntactic or semantic errors (Bertolino et al., 2014c) .
POLICIES SPECIFICATION, REFINEMENT, ANALYSIS, TESTING, AND ENFORCEMENT
In this section, we provide more details about possible issues, challenges and solutions useful for defining access control infrastructures able to specify, analyse, and test networking policies addressing the data management in the cloud environment. In particular, in the following subsections we target the policy specification, refinement, analysis, testing, and enforcement in the case of XACML-based access control systems.
Policy Specification
Concerning the policy specification, currently different solution for policies specification and analysis are available such as (Weimer and Vining, 2017) . These proposals usually rely on the large variety of policy languages available in literature, which mainly follow three different specification approaches:
• rule-based, as for instance XACML (OASIS, 2005) and FACPL (Margheri et al., 2017) , where policies are basically used to express Event, Condition, and Action (ECA) rules. The target is to enable or improve the cross-platform interoperability and modelling security aspects;
• logic-based, as e.g. ASL and PDL (Ma et al., 2015) which let to express authorization policies based on user's identity credentials and authorization privileges, to propagate the access rights among roles and groups of users, and to define integrity checks on authorization decisions;
• ontology based,as e.g. KAoS and Rei (Ma et al., 2015) which permit to represent the contextual information of an access control system (i.e., the knowledge of the system) or Veloudis at al. (Veloudis et al., 2017) that provide an ontological template for expressing the relevant contextual attributes associated to an access control policy or request.
Even if there are proficient fields of research targeting policy specification, domain IT skilled experts are still required for correctly and extensively define the required rules (policies). The current state of the art could be improved by the introduction of expressive, flexible, and user-friendly policy specification languages defined by a simple, yet rich, syntax and a rigorous semantics, amenable for verification and validation. In particular, due to the widespread diffusion of access policy usage, existing proposals, should be enriched by features supporting also the policy specification from non IT expert. This should requires the implementation of automated and reliable applications to map the user-friendly (natural language) rules into processable and machine readable policies.
Policy Refinement, Monitoring, and Testing
Once policies are specified in high-level language, they need to be automatically transformed into policies in the languages of the various enforcement points and then fine-tuned to the operational constraints of the devices where those are enforced. The action refinement theory (Rensink and Gorrieri, 2001) , is typically used in formal methods for converting the specification of an (abstract) action into a (concrete) process. In the context of security, some proposals like (Martinelli and Matteucci, 2011) address this theory and provide a mechanism for transforming high-level primitives/actions into lower level processes, in such a way that some security properties are preserved within the transformation. After the policy refinement, due to the complexity of languages used from the various enforcement points for specifying the access policies and to the growing size of these policies, testing that the enforced policies properly implement the intended regulations becomes a compelling and challenging task (Bertolino et al., 2016) .
In this field, a critical issue is the generation of an efficient test suite. Many methodologies and tools for the automated test cases generation from an XACML policy have been developed (Bertolino et al., 2013) . Existing test cases generation tools rely on combinatorial approaches of policy values and have been proven to be effective in the automated generation of access requests (Hu et al., 2011) .
Another important challenge, in the context of cloud-based access control policy testing, is to guarantee the compliance between the security requirements the policy authors intend to specify and those that the policies actually state. Moreover, combinations and integration of policies coming from different cloud based organizations increase the risk of inconsistencies. A main research direction envisages the specification of access control policies by means of a model and the usage of model-driven approaches for the generation and testing of the automatically derived security policies (Bertolino et al., 2014a) . These approaches have the main goal of overcoming the difficulties of directly writing XACML code and allow the testing of XACML policies against the intentions expressed in the model.
In such a context innovative testing approaches able to discover inconsistencies between the processable policy specification and the true intentions of the users in granting/denying accesses are still necessary. In particular solutions should focus on:
• providing innovative testing strategies aiming at verifying the constraints, permissions and prohibitions defined in the processable policy;
• providing tool support for fault tracking and discovering so to promptly identify the errors in the processable policy causing inconsistencies, problems and/or security risks;
• providing facilities for verifying the correct and compliant integration of access policies coming from different areas (for instance: hospitals, legal context, generic environment and or organization constraints) with the aim of warning the user whether the final processable policy specification could allow access rights not reflecting the user original intentions;
• providing supports for checking the compliance of the processable policy with data protection and access data regulations.
Policy Analysis
The increasing spread of policy-based specifications has prompted the development of multiple analysis techniques like, e.g., property checking and behavioural characterisations. Such techniques have been implemented by means of different formalisms, varying from multi-terminal binary decision diagrams (MTBDD) to different kinds of logics. Current proposals include (Arkoudas et al., 2014) : change-impact analysis of XACML policies to study the consequences of policies modifications; logic-based analysis to verify structural properties of XACML policies: policy redundancy to increase the evaluation performance of access control systems. However, available semantic-based approaches should be leveraged so to better analyze the properties and the structure of policies. The use of these properties will increase the confidence on the grained or forbidden system behaviours and could represent a bases for more complex analyses, as e.g. change impact analysis and redundancy minimisation. Furthermore, specific approaches enabling effective and efficient automated verification of these properties so to provide a concrete support to the security and structural analysis should be also provided. For instance, there is the necessity of specific formalisms that, on one hand, permit to collapse hierarchical policies into a single-layered representation and, on the other, are sufficiently flexible to deal with multiple domain values for attribute assignments.
In this activity, main challenges are the hierarchical structure of policies, the presence of conflict resolution strategies, the intricacies deriving from the many involved controls and the difficulties in checking whether a given security property is properly enforced.
Moreover, it is also necessary to improve and extend the list of relevant properties, concerning the three main security principles of confidentiality, integrity, and availability, and devise a general approach for rendering them in terms of policy-based specifications. To this purpose, formal methods and techniques for defining the semantics of policy languages in rigorous ways could be adopted and modified in order to provide a precise formalization of the conditions under which a policy properly enforces the intended properties.
Policy Enforcement
Many works address policy enforcement aiming to provide authorization framework and conflict resolution approaches. Usually, the available solutions involve strategy for policy precedences, cryptographic solutions or combining algorithm for solving conflict at run-time.
Runtime testing and monitoring of the policy enforcement enable to detect inconsistencies, or security flaws in the implementation of the access right enforcements (Bertolino et al., 2014a) . Indeed, a runtime testing framework should: let the combination of different testing strategies; provide coverage and performance measures; let simulations on the policy evaluation engine; provide a continuous control during the runtime execution. To this purpose, in order to make easier the control of policy enforcement, a possibility is represented by the use of obligations (Margheri et al., 2017) , i.e. additional actions specified in the policies that must be successfully executed at enforcing time. However, automatic framework equipped with continuous authentication and authorization mechanisms are still necessary. In particular, research should be focused on development of strategies and tools for:
• analyze the weaknesses of the today's popular access rights languages, such as XACML and SAML, when applied to highly dynamic environments;
• provide effective and efficient extensions of such languages so to be adapted to satisfy the cloud environmental requirements;
• analyze whether today's identity management mechanisms are sufficiently mature to meet the privacy-specific requirements;
• investigate dynamic policy management infrastructure that will allow on-the-fly update of authorization policies according to the user localization;
• put in place enforcement mechanisms of authorization policies taking into account the legal aspects;
• improve existing solutions so to be easily adapted to different specific domains;
• allow possible conflicts resolution of multiple policies written in different policy languages as well as different policy instances written in the same policy language.
Mapping Issues and Challenges
Considering the issues and challenges identified in Section 3, we provide in Table 1 the solutions for po- licies specification, refinement, analysis, testing, and enforcement, listed in the previous subsections, that are currently addressing these challenges. The target is to highlight how the current state-of-the practice for defining access control infrastructures is replying to the several critical peculiarities of the cloud-based environment.
As in the table, monitor and testing are currently the most adopted solutions for replying to the listed challenges. Specifically, the possibility of on-line logging and tracing of access control systems seems to be the most effective way for behavioral control so to avoid security flaws and assure interoperability.
Moreover, still according to the table, most of the proposals are focused on the continuous control evidencing its peculiarity and specificity in the complex and heterogeneous cloud computing environment.
Finally, the table suggests also that research activity should be more focused on the possibility to integrate different regulations, to provide a user-friendly management, to improve scalability and to promote validation and verification of access control policies, because only few proposals are currently available.
CONCLUSIONS
Cloud computing infrastructures provide a cost effective mechanism to share hardware and software resources in a scalable and distributed way. Security is a primary concern in modern cloud interconnected distributed systems and access control represents an important security aspect specifying which subjects can access which resources under which conditions.
In this paper, an analysis of the traditional access control models as well as of new existing solutions for access control in the cloud has been provided. Then, many important challenges related to the distributed data access in cloud systems, such as continuous control, different access regulations, scalability, dynamic access policies, user friendly management of access control policies, have been discussed.
Specifically, testing and analysis of access control systems has been considered as a key feature to enhance the security level of data in the cloud. Current state of the practice solutions for policies specification, refinement, analysis, testing and enforcement have been depicted and mapped on the identified access control challenges. Possible improvements as well as future research directions have been also highlighted.
It is out of the scope of this paper to provide an exhaustive survey of issues and challenges of access control in the cloud. However, besides the existing proposals, the research activity concerning the access control in the cloud is not keeping the pace with the quick, dynamic and continuous cloud evolution. There is still the need of innovative and advanced solutions targeting the many evolving issues evidenced in this paper.
As future work, we plan to have an in-depth investigation of the research directions in this context and provide concrete solutions for addressing some of the identified challenges.
